CHAPTER XV

“FOR OFFI Cl AL USE ONLY” INFORMATION

SECTION 1

GENERAL PROVIS | ONS
15-100 BASIC POLI CY

TH' S CHAPTER | MPLEMENTS DCD 5400. 7-R ( REFERENCE (YYY) ) AND PROVI DES POLI CY
AND PROCEDURES FOR THE MARKI NG , CONTROL AND PROTECTI ON OF | NFORMATI ON OTHER THAN
CLASSI FI ED | NFORMATI ON THAT PROPERLY MAY BE W THHELD FROM PUBLI C DI SCLOSURE
UNDER THE FREEDOM OF | NFORMATI ON ACT, 5 U S. C . 552, REFERENCE (zzz) AS AVMENDED.

a. UNCLASSI FI ED RECORDS AND DOCUMENTS AUTHORI ZED BY EXEMPTI ONS 2 THROUGH
9 OF pop DI RECTI VE 5400.7 (REFERENCE (P)) TO BE W THHELD FROM GENERAL PUBLIC
DI SCLOSURE , AND WH CH FOR A SIGNIFICANT AND LEG TI MATE U.S. GOVERNMENT PURPOSE
SHOULD NOT BE G VEN GENERAL Cl RCULATI ON, SHALL BE MARKED “FOR OFFI CI AL USE ONLY”
AT THE TIME OF THEI R CREATI ON.

b. THE PRESENCE OR ABSENCE OF THE MARKING “FOR OFFI CI AL USE ONLY” DCES NOT
ELI M NATE THE REQUI REMENT THAT EVERY DOCUMENT SHALL BE REVI EVED |'N CONNECTI ON
WTH A DETERM NATION AS TO | TS RELEASEABILITY .

15-101 LI M TATIONS AND RESTRI CTI ONS

a. THE MARKING “FOR OFFI CI AL USE ONLY" SHALL NOT BE APPLIED AS A LESS
STRINGENT SECURI TY DESI GNATI ON UNDER CONDI TI ONS WHERE CLASSI FI CATI ON UNDER
CHAPTER 11 ABOVE OF THI S I NSTRUCTION IS NOT' WARRANTED.

b. THE MARKI NG MAY BE APPLIED TO | NFORVATI ON OR MATERI AL THAT HAS BEEN
DECLASSI FI ED | N ACCORDANCE WTH CHAPTER |11, ABOVE, OF TH S | NSTRUCTI ON.

c. | NFORVATI ON CONTAINED I N A TECHNI CAL DOCUMENT THAT REQUI RES A DISTRI-
BUTION STATEMENT UNDER DOD DI RECTI VE 5230.24 (REFERENCE (aAaa) ) SHALL BEAR THAT
STATEMENT AND NOT BE MARKED “FOR OFFI CI AL USE ONLY. °

d.  THE MARKING “FOR OFFI CI AL USE ONLY" SHALL NOT BE USED AS A SUBSTI TUTE
FOR OR TRANSLATI ON OF THE FORElI GN GOVERNMENT CLASSI FI CATI ON OF “RESTRI CTED. “

SECTI ON 2
MARKI NG
15-200 RESPONSIBILITY

THE 1 NDI VI DUAL ORI G NATI NG , APPROVI NG OR SIGNING THE MATERI AL | S RESPON-
SI BLE FOR MARKI NG A DOCUMENT THAT IS DETERM NED TO BE “FOR OFFI Cl AL USE ONLY. ©
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15-201 DOCUMENTS

a. THE MARKING “FOR OFFI CI AL USE ONLY" SHALL BE TYPED, STAMPED, OR PRI NTED
| N BOLD LETTERS AT THE BOTTOM OF THE FRONT COVER (1 F ANY); THE FIRST AND BACK
PAGE ; AND THE QUTSI DE OF THE BACK COVER (1 F ANY). THE ABBREVI ATI ON "Fouo"

SHALL NOT BE USED.

b. FOR DOCUMENTS CONTAI NI NG BOTH CLASSI FI ED AND “FOR OFFI CI AL USE ON\LY”
| NFORMATI ON , OVERALL DOCUMENT AND PAGE MARKING SHALL BE I'N ACCORDANCE W TH
PARAGRAPH 4-200, ABOVE.

15-202 TRANSM TTAL LETTERS , ENDORSEMENTS, ETC.

UNCLASSI FI ED PAPERS FORWARDI NG “FOR OFFI CI AL USE ONLY" ENCLOSURES , SHALL
BE MARKED | N ACCORDANCE W TH PARAGRAPH 15-201 A , ABOVE. |F THE FORWARDI NG
PAPER DOES NOT CONTAIN “FOR OFFI G AL USE ONLY" | NFORMATION , I'T SHALL BE MARKED
W TH A NOTATI ON STATI NG THAT THE PROTECTI ON MARKI NG IS CANCELED WHEN THE

ENCLOSURE (S) ARE REMOVED . . .
15-203 PARAGRAPHS

a VWHEN NECESSARY TO ENSURE PROPER UNDERSTANDI NG OR AS A MEANS OF FACILI-
TATING “ SEGREGATI ON OF NON- RELEASABLE | NFORMATI ON IN A LENGTHY RECORD , | NDI VI DUAL
PARAGRAPHS |, SECTIONS, OR PORTIONS SHALL BE MARKED. THE ABBREVI ATED MARKI NG
"FoUO" MAY BE USED FOR THI S PURPCSE.

b.” IN CLASSI FI ED DOCUMENTS, THE MARKI NG "Fouo" SHALL BE APPLIED ONLY TO
THOSE PARAGRAPHS CONTAINING “FOR OFFI Cl AL USE ONLY" | NFORMATION , BUT NOT
CONTAI NI NG CLASSI FI ED | NFORVATI ON .

15-204 WORKI NG PAPERS

UNCLASSI FI ED WORKI NG PAPERS , NOTES, PRELI M NARY DRAFTS, CONTAI NI NG
| NFORMATI ON PROTECTED FROM RELEASE SHALL BE MARKED “FOR OFFI CI AL USE ONLY. °

15-205 MATERI AL OTHER THAN DOCUMENTS

UNCLASSI FI ED MATERI AL OTHER THAN DOCUMENTS CONTAI NING “FOR OFFI G AL
USE ONLY” | NFORMATI ON SHALL BE MARKED TO CALL ATTENTION TO THE TYPE OF | NFORMA-

TION.

15-206 DOCUMENTS COR MATERI AL TRANSM TTED OUTSI DE OF THE DEPARTMENT OF DEFENSE

DOCUMENTS OR MATERI AL TRANSM TTED OUTSI DE THE DEPARTMENT OF DEFENSE SHALL
BE STAMPED OR TYPED W TH THE FOLLOW NG STATEMENT ON THE FACE OF THE DOCUMENT
OR MATERIAL:  “TH'S DOCUMENT CONTAI NS | NFORMATI ON EXEMPT FROM MANDATORY DI SCLOSURE
UNDER FO'A . EXEMPTIONS (I NSERT PROPER NUMBERS FROM DOD DI RECTIVE 5400. 7,
CHAPTER |1 1, (REFERENCE (P)) APPLY. *
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SECTI ON 3
DI SSEM NATI ON AND TRANSM SSI ON
15- 300 GENERAL
THE PROVISIONS OF TH S SECTI ON ARE SUBJECT TO ADDI TI ONAL RESTRI CTI ONS THAT
MAY BE | MPOSED BY EXECUTI VE ORDER, STATUTORY REQUI REMENTS, DI RECTIVES, AND
REGULATI ONS GOVERNI NG THE RELEASE OF SPECI FI C TYPES OF | NFORMATI ON SUCH AS
TECHNI CAL MATERI AL , PERSONNEL RECORDS, OR MEDI CAL RECORDS.

15-301 PUBLI C RELEASE

PUBLI C RELEASE OF “FOR OFFI CI AL USE ONLY" | NFORMATI ON SHALL BE | N ACCORDANCE
W TH DOD 5220. 22- M ( REFERENCE (K)).

15-302 RELEASE TO CONGRESS AND GAO

a. KETLASSE OF "FOR OFFI CIAL USE ‘ ONLY” | NFORMATI ON TO CONGRESS |'S GOVERNED
BY DOD DIRECTIVE 5400.4 (REFERENCE (RR)). RELEASE OF “FOR OFFICI AL USE ONLY'
| NFORVATI ON TO THE GENERAL ACCOUNTI NG OFFI CE (GAO) |'S GOVERNED BY DOD
DI RECTI VE 7650. 1 ( REFERENCE (SS) ) .

b. THE MARKING “FOR OFFI CI AL USE ONLY" SHALL ElI THER BE REMOVED, IF A REVIEW
OF THE MATERI AL DETERM NES THAT THE | NFORVATI ON NO LONGER REQUI RES THE MARKI NG
OR THE STATEMENT | N PARAGRAPH 15-206, ABOVE, SHALL BE STAMPED OR TYPED ON THE
DOCUMENT .

15-303 RELEASE W THI N THE DEPARTMENT OF DEFENSE

TH' S I NSTRUCTI ON DOES NOT PLACE ANY RESTRI CTI ONS ON THE DI SSEM NATI ON AND
USE OF UNCLASSI FI ED RECORDS OR DOCUMENTS CONSI DERED TO BE “FOR OFFI CI AL USE ONLY”
BETVEEN COVPONENTS AND | NDI VI DUALS OF THE DEPARTMENT OF DEFENSE AND DOD
CONTRACTORS AND GRANTEES WHEN CONDUCTI NG OFFI CI AL BUSI NESS FOR THE DEPARTMENT
OF DEFENSE. “FOR OFFI CI AL USE ONLY" RECORDS OR DOCUMENTS SHALL BE MARKED AND
HANDLED IN A MANNER AS TO PRECLUDE DI SCLOSURE OF THE MATERI AL TO THE PUBLI C.

15-304 RELEASE TO OTHER FEDERAL DEPARTMENTS AND AGENCI ES

EACH HOLDER OF “FOR OFFI CI AL USE ONLY" | NFORMATION |'S AUTHORI ZED TO DI S
CLOSE SUCH | NFORMATI ON TO OFFI CI ALS | N OTHER DEPARTMENTS AND ACGENCI ES OF THE
EXECUTI VE AND JUDI Cl AL BRANCHES WHEN | T |'S DETERM NED THAT | NFORMATION IS
REQUI RED TO CARRY OUT A GOVERNMENTAL FUNCTION, |F THAT RELEASE OF THE | NFORVA-
TION |'S NOT PRCH BI TED UNDER THE PRI VACY ACT.

15-305 TRANSM SSI ON

“FOR OFFI G AL USE ONLY" | NFORMATI ON SHALL BE PROTECTED FROM UNAUTHORI ZED
DI SCLOSURE THROUGHOUT | TS PERIGD OF TRANSIT. COVER SHEETS, SEALED ENVELGPES,
BRI EFCASES , ETC. , SHALL BE USED AS NECESSARY TO ENSURE THE PROTECTI ON OF THE
INFORMATION.
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15-306 MNAI L

FI RST cLass MAIL AND ORDI NARY PARCEL POST MAY BE USED FOR TRANSM SSI ON.
THE MATERI AL SHALL BE PLACED |N A SINGLE SEALED ENVELOPE OR SEALED SI NGLE

VWRAPPI NG FOR TRANSM SSI ON . TRANSPARENT ENVELOPES OR WRAPPING MATERI AL, SUCH
AS "sHOTGUN" ENVELOPES OR HEAT searEp PLASTI C CONTAI NERS, WH CH M GHT REVEAL

THE CONTENTS , SHALL NOT BE USED. THE MARKING “FOR OFFI CI AL USE ONLY” SHALL NOT
BE PLACED ON THE ENVELOPE OR WRAPPI NG  BULKY SHI PMENTS , WHI CH QUALIFY UNDER
POSTAL REGULATIONS , MAY BE SENT BY FOURTH CLASS MAI L.
15- 307 RECEI PTS
“FOR OFFI G AL USE ONLY” | NFORMATI ON SHALL NOT BE COVERED BY A RECEI PT.
SECTI ON 4
SAFEGUARDI NG

- -

15-401 RESPONSIBI LI TY

THE SAFEGUARDI NG “FOR OFFI CI AL USE ONLY" .| NFORMATI ON RESTS W TH ALL
| NDI VI DUALS HANDLI NG , IN POSSESSION OF, OR W TH KNOALEDGE OF SUCH | NFORMATI ON.

15-402 SAFEGUARDI NG DURI NG USE

VWH LE N USE, DOCUMENTS SHALL NOT BE LEFT UNATTENDED, BUT SHALL BE IN THE
PHYSI CAL POSSESSI ON OR UNDER SURVEI LLANCE OF AN AUTHORI ZED PERSON AT ALL TI MES.

15-403 STORACE

DOCUMENTS SHALL BE STORED TO PRECLUDE UNAUTHORI ZED ACCESS. FI LI NG SUCH
MATERI AL | N UNLOCKED FI LES, DESKS OR SI'M LAR CONTAI NERS | S ADEQUATE I N ALARVED
AREAS OR AREAS PATRCLLED BY GSA OR CONTRACT GUARDS AFTER DUTY HOURS. | N OTHER
AREAS , THE MATERI AL SHALL BE SECURED BEHI ND LOCKED DOORS OR | N LOCKED CONTAI NERS,
| NCLUDI NG SECURI TY CONTAINERS . CONTAI NERS AUTHORI ZED FOR STORAGE OF CLASSI FI ED
MATERI AL SHALL NOT BE REQUI SI TI ONED SOLELY FOR MAI NTAINING “FOR OFFI CI AL USE
ONLY" MATERIAL .

SECTI ON 5
DI SPOSI TI ON AND DESTRUCTI ON
15-500 TERM NATI QN, DI SPOSAL , AND UNAUTHORI ZED DI SCLOSURES

a. THE ORI G NATOR, OR H GHER AUTHORI TY, SHALL TERM NATE THE “FOR OFFI Cl AL
USE ONLY" MARKING WHEN THE | NFORMATI ON NO LONGER REQUI RES PROTECTI ON FROM
DISCLOSURE . ALL KNOMN HOLDERS SHALL BE NOTI FI ED, AS PRACTI CAL, AND THE MARKI NG
SHALL BE EFFACED OR REMOVED.

b. EXCEPT AsREQUI RED BY PARAGRAPH 15-202, BELON “FOR OFFICI AL USE ONLY”

| NFORMATI ON SHALL NOT' BE MARKED W TH A DATE OR EVENT FOR REMOVAL OF THE PRO
TECTI VE MARKI NG .
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15-501 DI SPOSAL

a. “FOR OFFICI AL USE ONLY" | NFORMATION SHALL BE DESTROYED WHEN I T 1S NO
LONGER NEEDED FOR OFFI CI AL PURPOSES.

b. “FOR OFFICIAL USE ONLY” | NFORMATI ON SHALL BE DESTROYED BY TEARI NG THE
RECORD OR DOCUMENT | NTO PI ECES TO PREVENT DI SCLOSURE OF THE CONTENTS AND PLACI NG
THEM | N REGULAR TRASH CONTAI NERS. RECORDS OF DESTRUCTI ON ARE NOT REQUI RED.

c. “FOR OFFIC AL USE ONLY" MATERIAL , OTHER THAN DOCUMENTS, SHALL BE
DESTROYED BY BURNI NG | N THE PENTAGON DESTRUCTI ON FACI LI TY.

15-502 UNAUTHORI ZED DI SCLOSURE

| F AN UNAUTHORI ZED DI SCLOSURE OCCURS, THE PROCEDURES | N CHAPTER VI, ABOVE,
SHALL BE FOLLOAED BY THE DI SCOVERER, HEAD OF OSD COVPONENT, AND PSD . UN-
AUTHORI ZED DI SCLOSURE OF “FOR OFFI G AL USE ONLY" | NFORVATI ON THAT 1S PROTECTED

BY THE PRI VACY ACT MAY RESULT | N CRIMINAL SANCTI ONS AGAI NST THE RESPONSI BLE
PERSONS . *
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